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INTRODUCTION
The Cyber threat landscape is growing locally, nationally, and globally with connectivity
of networks and devices expanding the attack surface. Rapid adoption of Cloud, Mobile,
Operational Technology (OT), and Internet of Things (IoT) are examples of increased
connectivity expanding the attack surface. In addition, the scope and complexity of the
attack surface is complicated by increasingly motivated threat actors with advanced
methods and techniques, to include targeted malware, spear phishing and nation states.
The cyber crisis can be compared to ten years ago when cybersecurity did not show up
on any of the annual threat assessments by national security agencies to the U.S.
Congress. For the past four years it has been the number one ahead of all other threats
including terrorism according to David Sanger. With the increased threat sophistication
means new operational challenges and organizational risks.
Recent examples of organizational breaches include:
•
•
•
•
•

Office of Personnel Management data breach. More than 21 million people had
information stolen including educational, residential and health data.
SEC Corporate Filing System breach. Hackers were able to post false profit
reports, and then traded stocks based on these reports.
Veteran Administration (VA) E-Benefits System breach. Hackers re-routed VA
disability checks.
U.S. Postal Service data breach. Impacted 2.9 million customers and 750
thousand postal service employees.
Medical device hacks. Control of medical devices such as pacemakers.

The number of data breaches from 2015 to the first half of 2018 in the United States
amounted to 668 with over 22 million records exposed. In 2007, the U.S. government
was spending $7.5 billion on cybersecurity. In 2018, $66 billion was spent for
cybersecurity-related activities according to Statista 2019.
To address increasing operational challenges and organizational risks, organizations
need cyber talent. The cybersecurity job postings are at 73% and growing faster than the
IT sector at 20%. From 2010, the annual number of cybersecurity job postings in the
United States grew from 158,462 to 780,000 in 2017. Cybersecurity Ventures predicts
there will be 3.5 million cybersecurity job openings by 2021, with a projected shortfall of
1.5 million.
The D.C. Metro region is cited as the metro with the most unfulfilled openings. Of the
43,200 cybersecurity job openings in the DC Metro region, 2/3 of the openings in Northern
Virginia. The annual degrees awarded can meet 53% of the demand assuming all
graduates stay in the market. The demand is growing 1.7% annually, with many jobs
requiring a security clearance and at least 3+ years of experience. Many of the current
cyber openings in Northern Virginia (e.g., Federal government contractors, State and
local government positions) also require a bachelor’s degree and at least one or more
cyber certifications (e.g., Security+, Certified Information Systems Security Professional,
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CEH). The Northern Virginia Technology Council has reported the tech talent gap is not
just the lack of tech professionals but has been identified as – a lack of individuals with
the right combination of skills, experiences, credentials, and security clearances. The
impending arrival of Amazon’s HQ2 to Arlington is only going to increase the pressure.
The increasing cyber workforce gap demands that the region come together in a
collaborative manner to produce the talent through new partnerships, alternative
strategies, new investments, and accelerated efforts. The trends for cyber workforce in
the region will continue, and this Cyber Training & Education Roadmap is intended to
harness the disparate efforts to coordinate the region’s ecosystem to address the talent
gap and continue with the pipeline of skills and innovation needed to keep our region an
our country secure.

BACKGROUND
The Community, Military and Federal Facility Partnership of Northern Virginia’s Cyber
Training & Roadmap is the result of an academic alliance formed in May 2017 focused
on addressing cyber talent shortfalls in the region necessary to address increasing
operational and organizational risks. Initial priorities and associated strategies in the
Roadmap were identified during a Cyber Training & Education Conference held on June
26, 2018 at George Mason University (GMU). The Northern Virginia Regional
Commission (NVRC), GMU and Booz Allen Hamilton planned the event that included
over 300 stakeholders from colleges and universities in the region, the nine public-school
districts, the private sector, the Northern Virginia Technology Council (NVTC), Veterans
organizations, military installations, Federal agencies, and cities and counties in Northern
Virginia.
The conference was focused on five objectives:
•
•
•
•
•

Understand types of jobs in the region from private sector & government;
Understand current plans and efforts underway in high school systems & in
veteran’s organizations to address cyber talent needs;
Present training pathways and programs for veterans to get qualified/certified, and
high school teachers to get trained;
Identify an information link to cyber jobs in the region and training curriculum for
veterans and high school teachers; and
Develop a roadmap for enhancing training and education pathways for cyber jobs.
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The conference began with presentations
by private sector and government
employers
in
the
region,
each
documenting their current and future
anticipated cyber workforce needs, their
efforts to recruit needed talent, and their
investments to generate talent through
university partnerships, work-based
learning investments, and upskilling and
retraining programs.
The employers’ panel was followed by
two breakout sessions, one focused on
providing high school teachers with training
needed to teach existing cyber courses and
dual enrollment courses, and the other
focused on providing cyber training and
education
resources to
transitioning
veterans and spouses.
The conference concluded with a plenary
session where recommendations for
addressing cyber workforce needs in the
Northern Virginia region were presented and
captured for future action.
The exhibit below provides a snapshot of the conference agenda showing the plenary
and breakout sessions with two tracks for the targeted audience of veterans and spouses
and teachers and students.
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A summary of the types of organizations that participated in the Cyber Training &
Education Conference is presented in the exhibit below.

All materials presented at the June Conference are posted on the website:
https://vsgi.gmu.edu/cyber-ready-conference/

PURPOSE
The Cyber Training and Education Roadmap (the Roadmap) provides a framework of
priorities and associated strategies to coordinate efforts in the Northern Virginia region
to prepare, grow, and sustain a cybersecurity workforce that safeguards and promotes
our region’s security and economic prosperity. The Roadmap is governed by a Steering
Committee and supported by an expanding group of Partners and Stakeholders that
have formed working groups around each of the 13 priorities.

STEERING COMMITTEE
Members of the Roadmap Steering Committee ensure Roadmap priorities and associated
strategies are being adequately addressed and adjusted when needed. Members also
ensure that Roadmap strategies are gaining momentum, engaging the right partners, and
enabled through stakeholder engagement. In practice, these responsibilities are carried
out by performing the following functions:
•
•
•
•

Monitoring and reviewing the Roadmap efforts and accomplishments at Steering
Committee meetings, at a minimum four times per year;
Aid Roadmap efforts and connecting these efforts to enabling and complementary
efforts in the region including the Commonwealth Cyber Initiative (CCI);
Resolving project conflicts and obstacles, reconciling differences of opinion and
approach;
Providing guidance to tactical plan working groups to foster positive outputs; and
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•

Fostering positive communication regarding the initiative’s progress and
outcomes.

Members of the Roadmap Steering Committee as of February 2019 are listed in the
exhibit below. Additional Steering Committee members are added in consultation with the
Chair of the Community, Military and Federal Facility Partnership of Northern Virginia at
NVRC.

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Penny Gross, Chair of the Community, Military and Federal Facility Partnership of Northern Virginia
Robert Lazaro, Executive Director, Northern Virginia Regional Commission
Will Rowe, Principal, Booz Allen Hamilton
John C. Cavanaugh, President & CEO, Consortium of Universities of the Washington Metropolitan Area
Dr. Liza Durant, George Mason University, Associate Dean Strategic Initiatives and Community Engagement
Dr. Bill Hazel, George Mason University, Senior Advisor for Strategic Initiatives and Policy
Beth Downey, Fairfax County Public Schools
Kris Martini, Coordinator, Career and Technical Education, Fairfax County Public Schools
Kamaljeet Sanghera, George Mason University
Daniel Flores, Greater Washington Board of Trade
Steve Partridge, Northern Virginia Community College
Steve Jordan, Northern Virginia Technology Council
Charlie Palumbo, Virginia Department of Veterans Services
Doug Wright, Prince William County Public Schools
Cyndi Miracle, Virginia State Chamber of Commerce
Michael Forehand, Sr. Vice President, Northern VA Chamber of Commerce
Dr. Scott Brabrand, Superintendent, Fairfax County Public Schools
Eileen M. Ellsworth, President and CEO, Community Foundation for Northern Virginia

PRIORITIES
The Roadmap is organized around the priorities and associated implementation
strategies identified initially during the June 2018 Cyber Training & Education
Conference, and as modified by the Steering Committee. Current priorities are listed
below and grouped under three overarching goals.
Increase Cyber Awareness & Link to Resources
•

Increase Leadership Awareness. Create awareness and support for cyber
workforce solutions through outreach to leadership including policy makers,
Administrators and Principals. Examples include:
o Broad outreach to leaders in all sectors to underscore the need to address
culture change and increase societal commitment to the cyber crisis;
o Outreach to elected officials in the Northern Virginia Region;
o Outreach to the State Board of Education to allow the private sector cyber
experts to teach in the middle and high schools without completing standard
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teaching requirements; and
o Outreach to the General Assembly, training organizations and institutions,
workforce councils, employers, Associations, Chambers, school systems,
veteran’s organizations, military, parents, students and individuals
interested in career transition.
•

Publish Cyber Articles. Publish articles to create awareness in the region on
Cyber Careers and spotlight how communities are tackling cyber gaps.

•

Provide Accessible Calendar of Events. Create and maintain a calendar of
training and education conferences, camps, apprenticeships, and internships.

•

Inventory Training Resources. Inventory, organize, provide easy access to
available cyber training & education resources for teachers, students, and
veterans. Make sure resources are adapting at the rate of need. Include Federal,
State, local, private sector, academia resources such as apprenticeships, camps,
and internships.

Provide Training to Teachers, Students, Veterans and Spouses, Retiring Military, and all
other Parties Interested in Transitioning into the Cyber Workforce
•

Provide Teacher Training. Provide teachers with 40 hours of relevant cyber
security training to empower them to teach cyber security courses in the
classroom. Build on existing efforts, e.g., teacher training supported by a grant
from Northrop Grumman to provide High School teachers in Fairfax County training
for dual enrollment classes. Address teacher retention is this process given the
fact that current salaries for local governments and school systems make it difficult
to compete with the private sector for talent.

•

Increase Work-Based Learning.
Employers should create additional
apprenticeship opportunities, internships and experiential learning to increase
hands on training. As part of this priority, ensure individuals get credit for workbased learning and that is noted on transcripts. Improve awareness and tracking
of work-based learning in the region. Further engage people of color, girls and
women in cyber training and education to increase cyber talent.

•

Create Inventory of Cyber Experts. Inventory cyber experts from both the public
and private sectors - organize and provide information on cyber subject matter
experts that are available to provide training to school systems.
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•

Create Waiver. Consider creating a waiver for the requirement to teach dual
enrolled courses to address urgent needs.

•

Create Sabbatical. Create one-year sabbatical for teachers to rapidly get the
training they need to address workforce needs.

Communicate Talent Needs and Pathways to Employment
•

Provide Easy Access to Career Opportunities. Provide centralized information
to job openings and career opportunities to include those that do and do not require
a college degree. As part of this process, address the need for security clearances.
Clearances are needed for most cyber jobs, and there is a need for employers to
get security applications underway early in the employment planning process.

•

Engage Industry. Reach to and engage additional Industry Partners in Cyber
Training and Education Roadmap initiative.

•

Engage School Systems. Reach to and engage Middle and High School
Students, as well as their Parents in the Cyber Training and Education Roadmap
initiative. This includes an overall focus on K-12, creating work-based learning
opportunities such a camps, internships, competitions, and industry engagement.

•

Use the NICE Framework. Use the National Initiative for Cybersecurity Education
(NICE) Framework to organize cybersecurity workforce needs.

PARTNERSHIPS
There are many organizations that are supporting the Roadmap through participation on
the Steering Committee, and through participation in the working groups that have
formed to support the implementation of priorities. Some of the types of organizations
are listed below:
•
•
•
•
•
•
•
•

George Mason University
Northern Virginia Community College
Northern Virginia Technology Council
Northern Virginia Chamber of Commerce
Community Foundation for Northern Virginia
The Nine Public School Systems
Northern Virginia Employment Initiative, Virginia Department of Veterans Services
Greater Washington Board of Trade
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•
•
•
•
•
•

Consortium of Universities of the Washington Metropolitan Area
Virginia State Chamber of Commerce
County Economic Development Agencies
State and Federal Department of Labor
Military and Veteran Organizations
Workforce Investment Boards

The exhibit below illustrates overall governance of the Roadmap, and highlights
partnering organizations, the Steering Committee, and the status of each priority.

As an example of one of the evolving Roadmap partnerships, the exhibit below highlights
the Consortium of Universities of the Greater Washington Metropolitan Area. This
partnership is instrumental in efforts to identify cyber experts and curricula that can be
mapped to the Roadmap website to facilitate information sharing.
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A second example of a Roadmap partnership is with the Greater Washington Board of
Trade and their Workforce and Education Solutions Group. Members of this solutions
group and associated focus areas are listed below. This partnership has resulted in
increased coordination of efforts to address cyber and STEM workforce needs in the
region via a focus on K-12.

Partnerships will continue to be developed to provide linkages and momentum to focus
on Cyber Training and Education in the region until the entire ecosystem is engaged.

ACCOMPLISHMENTS
Since the June 2018 Cyber Training & Education Conference, and the development of
the initial Roadmap priorities, a variety of actions and activities have taken place with the
support of working groups. Examples of these are summarized below.
Launched
Roadmap
Website.
The
Cyber
Roadmap
URL
is
https://www.novacyberroadmap.com/ and the site is intended to promote awareness of
cyber workforce needs, provide links to training resources, provide links to cyber events,
and link to job opportunities
Apprenticeship Information Session. A working group formed in the Fall of 2018
focused on increasing cyber apprenticeships among employers in the Northern Virginia
region. The working group developed and presented a half-day information session on
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November 16, 2018. The workshop consisted of panel sessions covering examples of
existing apprenticeships and how employers in the region can start an apprenticeship
program and the benefits. The goal is to continue to host these types of sessions to
engage the private sector to help increase the number of cyber apprenticeships in the
region. Presentations and an After-Action Report are posted on the Cyber Roadmap
website at: https://www.novacyberroadmap.com/. Session participants are list in the
exhibit below.
Name
Stephanie Holt
Kirk Jefferson
Beth Downy
Trang Ago
Kevin Rennch
Dr. Tony Johnson
Melanie Stover
Caitlen David
Herman Eobmckek
Kammy Sanghera
Clay Railey
Steve Jordon
John Tansill
Daniel Flores
Dianea Bcheldu
Gihan Fernando
Peyton Brooks
Eric Norothy
Nathalt Arvid
Hughes C. McLean
Chris Pommeremian
Robin Baker
Karla Perri
Trish Morrison
Dr. William D. Rowe, Jr.
Bob Lazaro
Peggy Tadej

Title
FCPS Program Manager
FCPS CTE
Program Coordinator
DHR
Dean UDC CC Hall
Director of Bus Engagement
Account Manager
Business Coordinator
STEM Outreach Director
EVP/Provost
Exec Director
Director VCT Program
VP
Instructor
Exec Director of Career Center
Director of Business Solutions
Dir Nation Sec/Cyber
Transition Advisor Quantico
Apprenticeship Manager
Instructor
Military Programs
Director
Principal
Exec Director
Dir of Community
Partnerships

&

Military

Organization
Fairfax County Public Schools
US Department of Labor
Fairfax County Public Schools
NVCC
Fort Belvoir
UDC Hall
NVCC
FDM Group
UDC-CC Wall
GMU VSE
PGCC
NVTC
FDM
Board of Trade
Prince William County School
American University
Per Scholars
American University
Marine Corps Base Quantico
Depart of Veteran Services
GMU
Amazon
Spectrum Group
DOLI Reg Apprenticeship
BAH
NVRC
NVRC

Inventory of Training and Education Resources. A Working Group has been meeting
weekly over the last several months to establish a framework and map existing education
and resources to the roadmap website. Three High School students from Centerville are
participating as interns on the Working Group to assist in the effort. See the Cyber
Roadmap website URL: https://www.novacyberroadmap.com/.
Accessible Calendar of Events. A Working Group has been meeting weekly to create
and maintain a calendar of Cyber events that include: camps, competitions, certification,
opportunities, and related activities. Information on these events can be found on the
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Cyber Roadmap website URL: https://www.novacyberroadmap.com/.
Advocating for a Waiver for Teacher Training. This priority was raised by public school
system leadership at the Conference and has been discussed in multiply venues including
in meetings of the steering committee and NVRC Commissioners. One of the local
elected officials has agreed to take this to the Commonwealth of Virginia Board of
Education to seek guidance in how to accomplish.
Promoting Awareness of Workforce Needs and Solutions. The following events have
occurred in which a presentation was provided to help create the awareness:
• Greater Washington Board of Trade Workforce Solutions Group
• Consortium of Universities of the Greater Washington Area
• Northern Virginia Regional Commission on January 24, 2019
• Northern Virginia Chamber of Commerce
• 123 Club before private sector industries
• Participating in a panel at the National Association of Defense Communities in
March
Steering Committee Meeting. Held on January 10, 2019 to review and adjust the Cyber
Roadmap efforts. Two additional priorities were identified bringing the total to 13
Priorities.
Coordinated with the Commonwealth Cyber Initiative (CCI). Provided a venue for
Roadmap coordination with the CCI at the January 17, 2019 meeting for the Community,
Military and Federal Facility Partnership of Northern Virginia. Dr. Charles Clancy,
Executive Director of Virginia Tech’s Hume Center for National Security and Technology,
provided and overview of the CCI during the meeting as an initial step in facilitating CCI
awareness and opportunities to integrate Cyber Roadmap efforts with the CCI and
Regional Node requirements. The vision of the CCI is to build an ecosystem of cyberrelated research, education and engagement that positions the Commonwealth as a
world leader of cybersecurity. The second of the two CCI goals, namely to Help Close
the Commonwealth’s Workforce Gap in Cybersecurity, aligns with the Roadmap purpose
and includes the following strategy elements:
•
•
•
•

Strategy 2.1: Cultivate and Support Multiple Experiential Learning Opportunities
Strategy 2.2: Enhance the pipeline of students entering higher ed cybersecurity
programs
Strategy 2.3: Align curricula of higher ed programs with cyber security industry
needs
Strategy 2.4: Increase the number of students graduating from higher ed
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cybersecurity programs
Cyber Community of Interest (COI). Created a Cyber Community of Interest to link all
interested parties together in the region. The list is well over 85 who have expressed an
interest.
Legislative Considerations. Identified several policy related inputs to General Assembly
for legislative consideration. Examples include:
• Consider a waiver that allows teachers to teach Dual Enrolled Courses in the high
school;
• Consider a provision that allows college and university faculty to teach cyber
education in the high school system (a waiver of current Department of Education
requirements currently prohibit this);
• Legislative was passed (SB 1147) which called for credits to be granted to High
School students who had internships, apprenticeships, etc. That legislation was
incorporated into SB1434 (McClellan) which has passed both houses; and
• Increase State support for experiential learning programs in universities.

WORKING GROUPS
For each priority or set of related priorities in the Cyber Roadmap, a tactical plan is
developed to layout strategy, actions and timelines. In addition, a working group is
formed to carry out and maintain the tactical plan. Several examples of working groups
are listed in the exhibits below:

Apprenticeship Working Group

14

Working Group for Inventory of Training Resources & Accessible Calendar of Events

Working Group for 40 Hour Teacher Training (work-based learning)
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Working Group for Teacher Sabbatical

As the Cyber Community of Interest grows, the working groups will be filled out to extend
and complete the goals of the Cyber Roadmap. Please continue to watch the website as
it being updated on a daily basis.
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